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Topic SE€010.6.41 Costbenefit analysis of the present and future
security measures in Europe

The tool should help poltayakers when they have to make decision on
Issues which are security related. The costs and the benefits of the
different security measures should become more apparent and the

decision makers should be better equipped to understand the security
consequences of their decisions and thus be in a better position to mal
the right decisions.
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A Most security measures (and investments) are taken by public
stakeholders and administrations

Decisions based on monetary (quantitative) but also on social and
cultural considerations (qualitative)

Public good consideration
Who pays and who benefits

A No methodological framework available for the economic evaluation of
security measures
Focus mostly on ICT security

EU research projects focus on economic source/impact of
terrorism
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A Funded in:
FP7z Theme 10 Security
Call 3 (FRBEC2010.64)
A Duration:
Feb. 01, 1%2Jan. 31, 14
A Project budget:
Overall budget 4.473.8&%
Funding 3.443.210
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A Development of a decision support tool to be used for the
assessment of security measures and investments

Target group: public decision makers

A Development of a methodological tool box for a comprehensive
costbenefit analysis, taking into account

Quantitative factors (risk reduction, monetary costs, time, etc.)

Qualitative factors (security perception, privacy needs, etc.)

A Validation of the methodology and the toolset in realistic use cases
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Project management and dissemination & exploitation
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How and under which framework conditions do public

| Q ~ stakeholders make decisions regarding security measure
“ and what do they actually need?
.

A How is the decision making process structured?

WP2
Problem A What are current priorities / parameters that influence
anz’tys's decision making?
requirements A Which parameters are necessary to make informed

decisions?

A What kind of decision support is needed to facilitate
necessary tradeffs?
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What is the methodological state of the art in decision
analysis and support regarding economic and social
factors?

A Establishment of a theoretical framework for planning
and decision making under uncertainty.

WP3
Methodology A What methodologies and tools are available to support

and tools . :
the decision analysis process?

A What is the level of maturity of the available
methodologies and tools?

A How can available methodologies and tools be adapted to
fit the project scope?
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- ‘ How can stakeholder requirements argthodological
/ state of the art be brought together to describe a decisio
‘ support system in a security context?
o
A In how far can stakeholder requirements be satisfied by

e combining currently available methodologies and tools?
A
Functional

design A What are research needs?

A How can a decision support system be implemented in a
tool?

A Functional design of a decision support tool.
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How can the desired functionalities for a decision
support system be implemented and tested in a
comprehensive tool?

A Planning of implementation process

A Definition of the technical architecture and
development of a prototype.

A Definition and collection of necessary input data and
testing of software application
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What are typical decision making processes of
public decision makers in which the developed
tool box and methodology shall be validated
and evaluated?

A Definition of use cases within prgefined decision
making contexts

Public mass event

Public transportation

Air cargo / Airport security
Communal security planning
Cyber security
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